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4  ADMINISTRATION OF EXPORT CONTROLS

4.1  Background to Controls

The Government’s policy is to encourage the export of defence and dual-use goods which are consistent with Australia’s broad national interests.  Our export control system is the means by which this consistency is ensured.  Australia’s export control policies and procedures are reviewed regularly in line with changing national interests and changes (including technological changes) affecting the global security environment.

Export controls have undergone close scrutiny by parliamentary committees.  The most recent was in 1993 when the issue of export controls was referred to the Joint Standing Committee on Foreign Affairs, Defence and Trade (JSCFADT).  In their report on the Implications of Australian Defence Exports, dated September 1994, the JSCFADT recommended to the Auditor-General that an early performance audit be carried out covering the operations of the guidelines and the export control processes.

Previously the administrative arrangements for controls on the export of strategic goods covered by the Customs (Prohibited Exports) Regulations have been shared by the Departments of Defence (DoD), Primary Industries and Energy (DPIE), and Foreign Affairs and Trade (DFAT).

· DoD administered export controls for goods under Regulations 13B (Schedule 13), defence and related goods and 13E, dual-use goods and technologies;

· DFAT administered export controls for chemical and biological weapons precursors under Regulations 13D, 13F and 13G (Schedules 15 and 16); and

· DPIE administered export controls for a large range of goods, specific to the nuclear industry, controlled under Regulation 11, Schedule 9.

The Australian National Audit Office (ANAO) review commenced in May 1995, and a report issued in June 1996 recommended inter alia that Defence should assume prime administrative responsibilities for all ‘defence-relevant’ goods with the exception of nuclear source and fissionable materials which would be retained by DPIE.  This recommendation has now been effected.

The Customs (Prohibited Exports) Regulations were amended in December 1996 to combine all relevant Regulations covering defence and strategic goods and administrative functions have been streamlined.  Through the consolidation of the regulations and transfer of administrative responsibilities to Defence, procedures have now been simplified for Australian industry, making Defence a ‘one-stop-shop’ for all strategic export applications, except those for nuclear source and special fissionable material.

Goods listed in the Defence and Strategic Goods List may only be exported from Australia with the permission of the Minister for Defence or a person authorised by the Minister to issue permits and licences.  Within Defence this delegation resides in the functional area with prime responsibility for processing requests for approvals to export strategic goods.  The authorised persons are as follows;

· Deputy Secretary Acquisition Program (DEPSEC Acquisition)

· Head, Industry and Procurement Infrastructure Division (HIPI)

· Director-General Exports and International Programs Branch (DGEIP)

· Director, Strategic Trade Policy and Operations Section (DSTPO)

· Assistant Director, Strategic Trade Policy and Operations Section (ADSTPO)

It should be noted that only the Minister for Defence may deny an approval to export.  The Minister is also the only person who may revoke a permit or licence if a condition of the permit or licence is breached or foreign policy or strategic circumstances change significantly in the country to which goods are to be exported.

4.2  What is Controlled?

Export controls cover a wide range of defence and related goods and technologies, nuclear related goods and goods and technologies with both civil and military applications.  It should also be noted that the controls also cover goods being exported after or for repair, and the temporary export of items for demonstration or loan purposes.  The list of goods controlled forms the Defence and Strategic Goods List (DSGL).  The DSGL includes equipment, assemblies and components, associated test, inspection and production equipment, materials, software and technology and is divided into 3 Parts.

PART 1 covers defence and related goods - those goods and technologies designed or adapted for use by armed forces or goods that are inherently lethal.  These goods include:

· Military Goods - those being designed or adapted for military purposes including parts and accessories, based on the Munitions List of the WA.

· Non Military Lethal Goods (NMLG) - equipment that is inherently lethal, incapacitating or destructive such as non military firearms, non military ammunition and commercial explosives.

PART 2 Category 0 - Nuclear Materials, Facilities and Equipment covers material, equipment and technologies that are specific to the nuclear industry but which could make a contribution to a nuclear explosive activity or an unsafeguarded nuclear fuel-cycle activity.

PART 3 - Dual use technology which comprises goods and technologies developed to meet commercial needs but which may be used either as military components or for the development or production of military systems or weapons of mass destruction.  Dual use technology is divided into 9 categories incorporating goods and technologies from WA, MTCR, NSG and AG lists and the CWC:

Category 1 - Materials, Chemicals, Microorganisms and Toxins;

Category 2 - Materials Processing;

Category 3 - Electronics;

Category 4 - Computers;

Category 5 - (pt 1) Telecommunications;

Category 5 - (pt 2) Information Security;

Category 6 - Sensors and Lasers;

Category 7 - Navigation and Avionics;

Category 8 - Marine;

Category 9 - Propulsion.

Each of the 9 dual use categories and category 0 are subdivided into five sub-categories:

A. Equipment, Assemblies and Components;

B. Test, Inspection and Production Equipment;

C. Materials;

D. Software;

E. Technology.

Items from the WA dual-use list, the Missile, Nuclear dual-use and Chemical/biological lists, as well as the chemical and biological weapons precursors are integrated into the categories 1 to 9.  The numbering system used for items identifies the regime the goods originate from, and thus the criteria which apply for assessment and denial.

This numbering system is common throughout the dual-use list, each item having a number such as aBxxx, where “a” is category (1 to 9), “B” is the subcategory (A to E) and “xxx” is a three character numeric field indicating the source (regime) of the item:

000 to 099
Wassenaar Arrangement

100 to 199
MTCR

200 to 299
NSG

300 to 399
AG

400 to 499
CWC

Part 2, Category 0, has a similar numbering system, with the exception of the last three characters (xxx) which range from 000 to 099 but do not signify a regime as in the case of Part 3 goods.  In Part 2 they are sequential item identifiers only.

Part 1, Munitions List items retain the numbering system as issued by the Wassenaar Arrangement, i.e. ML (for Munitions List) followed by sequential numbers from 1 to 22.  This system is also used by most European Union members.  Within Part 1 there are also non-military lethal goods which are unique to Australia’s export control regime - these are numbered ML901 to ML999.

In Category 5 Part 2, controlled items are identified by threshold values.  Items with values at or below the stipulated thresholds will only qualify for decontrol after a one time review has been performed by the Department of Defence.  Exporters are advised to submit an “Application for One Time Review” prior to exporting their goods for the first time.

4.3  Permits and Licences
4.3.1  How to Apply for a Permit or Licence
Following is a table listing the types of permits and licences that may be issued to allow the export of controlled goods.  Application forms are available from the STPO Section and Defence Acquisition Shopfronts listed at Annex C.  Sample copies of the application form and other forms referred to in the guidelines can be found in Annex A.  You may copy these forms freely for your own use.

A permit is an approval to export specified quantities of items to a specified consignee at a particular destination.  Permits may allow for multiple shipments.

A licence is similar to a permit but which allows for multiple shipments, consignees or destinations, but which may be granted to a reputable exporter where the nature and frequency of their exports would justify the issue of a licence.  A licence may identify the consignee, goods and destinations subject to licence, and enables a company to respond quickly to export sales.

In completing the ‘Export Application’ Form (AC717), applicants may need to provide names and addresses of consignees and end-users, descriptions and values of goods to be exported, proposed end-use of goods, and country of final destination.

As you can see from the table, there are permits and licences to cover a wide range of transactions.  If you require assistance in completing the application form you should refer to the contacts listed at Annex C.

An Application for One Time Review is used for items described under Category 5 Part 2.  The purpose of this form is for the exporter to gain agreement from the Department of Defence that their product meets the criteria for decontrol.

TABLE 1 - EXPORT PERMITS AND LICENCES 

ISSUED FOR PARTS 1, 2 & 3 GOODS

Part 1 

Goods
Permit / Licence Type
Definition
Validity

MEA
Military Export Approval
The export of a specified quantity of defence and related goods to a single consignee.
12 months

MEL
Military Export Licence
The export of unspecified quantities of defence and related goods to single or multiple consignees.
24 months

MIP
Military In-Principle
Approval in-principle to market defence and related goods to potential customers. (This permit does not provide export approval.)
12 to 36 months

MTT
Military Temporary Export
Used for defence and related goods which will be returning to Australia ie. overseas demonstration or trials.
12 months

MRM
Military Return to Manufacturer
To return defence and related goods to overseas manufacturer (e.g. for warranty repairs 
12 months

MRO
Military Return to Owner
To return defence and related goods to overseas owners.
12 months

Part 2 &

3 Goods
Permit / Licence Type
Definition
Validity

IEP
Individual Export Permit
The single transaction export of a specified quantity of dual-use good to a single consignee
6 months

EDL
Export Distribution Licence
The multiple shipment of an unspecified quantity of dual-use goods to single or multiple consignees.
24 months

GEL
General Export Licence
The export of a range of dual use goods to unspecified consignees in nominated countries.
12 to 24 months

MRR
Maintenance Return & Repair
To return or send dual-use goods for repair/after repairs overseas.
24 months

ESS
Service Supply Licence
Used for nominated goods in support of a maintenance program or service to specified companies.
24 months

Exporters are required to complete an Export Application Form (a copy of which is in Annex A) and forward it to STPO by mail or facsimile for processing.  STPO is currently looking at e-mail for future applications.

The former enhanced licence, the Intra-COCOM Licence, is no longer available.  Companies that have used this licence during 1996 will have been contacted regarding revised procedures which involve the use of a General Export Licence.  For those who were not contacted, details can be found in Annex A.

Amendment and Renewal Procedures

Amendments or updates to permits or licences should usually be kept to additions or deletions of destination countries or to minor changes in the description of goods. Application for amendments should be made by letter or fax quoting the licence number.  Major changes are best processed by requesting a new permit or licence.

Export licences are not automatically renewed.  Renewal may be requested by either letter or fax requesting validity for a further period and should include any changes needed.

Records

Companies administering an export licence are required to keep records of all transactions conducted under the licence and to have access to foreign distributor's records of ultimate consignees of the goods exported from Australia.  The foreign distributor's records should include:

1.  quantities and details of goods;

2.  the ultimate consignee; and
3.  dates of disposition.

The foreign distributor is required to keep records of ultimate consignees and to make these records available to the Australian Licence Holder.

Records are to be retained by the Australian exporter and the foreign consignee for a period of three (3) years beyond the expiry date of the licence and are to be made available on request for inspection by officers of the Commonwealth.  Companies administering a licence may be required to ascertain details of end users of their product regularly from their consignee.  Consignees should maintain the necessary records.

Using your export permit or licence

Following approval, you will be sent a stamped original permit or licence, or if requested, a facsimile copy.  To obtain clearance through the Customs electronic export clearance system (EXIT), and receive an Export Clearance Number (ECN),  you should quote the valid permit number and pin number to Customs at the time of export 

4.3.2  Supporting Documentation
In applying for approval to export controlled goods and technologies, exporters may be required to furnish supporting documentation.  This may take the form of end-user and non-transfer assurances, international import certificates or, in some cases, purchase orders or other evidence of transfer of ownership.  These requirements vary depending on the types of goods involved, the destination and the proposed end user of the goods.

4.3.2.1  Munitions List Goods (Part 1)

Exporters will normally be required to supply an ‘End-User and Non-Transfer Certificate’ Form AB518, for the export of defence and related goods, prior to approval being granted.

These certificates provide undertakings by the relevant end-users that they will use the goods for the purposes indicated and will not resell or transfer the goods without the written permission of the Australian Minister for Defence or a person authorised by the Minister.

In certain circumstances an International Import Certificate (IIC) or other document may be accepted in lieu of an End-User and Non-Transfer Certificate.  The IIC is an undertaking by a foreign government authority that it will control the re-export of the particular goods.

If it is not feasible to provide end-user certification, exporters should advise the Department of Defence to see whether alternative documentation will be accepted.  A decision to accept alternative documents will be made on a case-by-case basis.  Factors that would be considered include:

· if the commercial benefits of the export are judged to outweigh any risk that the item may be on-sold to an unacceptable end-user; and 

· if the importer's Government has export controls which are essentially consistent with those of Australia; or

· if the item's strategic significance is sufficiently minor that an end-user certificate or any other form of certification would be disproportionately onerous.

Appropriate end-user documentation must be provided before an export permit or licence can be issued and should preferably be supplied to the Department of Defence at the time of application for an export permit or licence.

End-user certification is not required for an Approval-in-Principle.  Other permits and licences may require end user certification depending on the destination and level of technology involved. Applicants should check prior to lodging their application.

End-user certificates or International Import Certificates may not be required where satisfactory evidence is available that the circumstances of the export satisfy one of the following criteria:

a
Goods retained by the Australian Government in overseas locations; Embassies or High Commissions;

[this criterion does not apply to crypto goods, at DSD discretion]

b
Goods to be returned to Australia for use by the Australian Defence Forces;

c
Goods sent as gifts under the Australian Defence Cooperation arrangements;

d
Goods returned to the original manufacturer for repairs, replacement or surplus to Australian requirements;- (purchase or repair orders would be acceptable)

[this criterion does not apply to crypto goods, at DSD discretion]

e
Goods produced in Australia and sent to associated parent or subsidiary companies in countries which have similar stringent export controls as Australia;

[this criterion does not apply to crypto goods, at DSD discretion]

f
Goods sent as samples for test and evaluation and not returned to Australia;

[this criterion does not apply to crypto goods, at DSD discretion]

g
Goods sold for demolition and converted into scrap metal;

h
Vintage goods sold to museums and private collectors; and

i
Goods less than $1000 in value on one export application (unless there is the possibility that one export application has been broken down into several applications to take advantage of this concession).

[this criterion does not apply to crypto goods, at DSD discretion]

4.3.2.2  Nuclear Goods (Part 2)

Exporters are required to supply a statement providing assurances to the Australian Government that:

a.
exclude uses for the goods in question which would result in any explosive device;

b.
subject those goods, as well as controlled material produced through their use, to comprehensive International Atomic Energy Agency (IAEA) safeguards; and

c.
controlled items are not re-exported to a third party unless the third party meets (a) and (b) above.

4.3.2.3  Dual-Use Goods (Part 3)

For industrial dual use goods ‘A Statement by the Ultimate Consignee or Purchaser’ Form AA517, may be required.  For the transfer of nuclear related dual-use goods, the End Use Certificate - Nuclear Related Dual-Use Technology should be supplied together with the application to export form.

For CWC schedule 2 or 3 chemicals, destined for a non-states party, the exporter must furnish an “End User and Non-Transfer Certificate to the Australian Government for Chemical Weapons Convention Goods” form with an export application form.  This form should list the chemicals involved and must be signed by the foreign consignee, end-user and a responsible representative of the importing government.

For CBW controlled goods, the member government should obtain:

(a)
a statement from the end-user specifying the use and end-use location of the proposed transfers, if necessary accompanied by documents explaining its business activities and organisation (e.g. brochures);

(b)
an assurance explicitly stating that the proposed transfer will not be used in any activities related to the development or production of chemical or biological weapons;

(c)
where possible, if deemed necessary, an assurance that a post-shipment inspection be made by the exporter or the exporting government.

4.4  Consideration of Export Applications

Applications to export controlled goods are dealt with on a case by case basis.  Some technologies are more sensitive from a strategic perspective than others, as are some export destinations.  Australian controls differentiate between levels of technology and between export destinations in accordance with their respective strategic sensitivity.

When applications to export strategic goods are received, the Department first confirms that the goods fit within the range of goods described in the Schedule and are subject to control.  If an application is considered to be sensitive, due to the type of goods or destination, it may be referred by Defence to other agencies for comment depending on the goods.  In such cases, details included on the application form (including the name of the company or individual making the application) will be provided to the departments and agencies (and if appropriate, the relevant Ministers) for the purpose of assessing the applications.

Applications to export goods which involve the transfer of defence-related information or material having a national security classification, will need to satisfy the Department of Defence policy on the releasibility of classified information to other countries.

Only the Minister for Defence can refuse to grant a permit or licence, revoke an existing permit or licence, or withdraw a permit or licence.  There is no statutory right of administrative appeal against any of the above decisions by the Minister.  However, the applicant is entitled to seek a review of any of these decisions by writing to the Minister for Defence.  In addition, the Administrative Decisions (Judicial Review) Act 1977 provides for statements of reasons to be obtained and judicial review to be given on specific grounds.

4.4.1 Munitions List - Military Goods
In considering applications to export Munitions list goods, the Government takes into account the implications of approving such exports.  It looks at possible impacts on Australia’s security interests, effects on defence self-reliance, as well as the effects on global and regional stability.

As part of being a responsible member of the global community, Australia must take into consideration international obligations to our friends and allies, the UN, including arms control and human rights considerations.

We also consider the potential economic, industrial, employment and technological benefits to Australia and the potential contribution to Australia's relations with our friends and allies in joint cooperative ventures.

Applications for Part 1 goods and technologies will, if considered sensitive, be referred to the Standing Interdepartmental Committee on Defence Exports (SIDCDE).  The SIDCDE was set up to advise the Minister for Defence on policy issues as well as to make recommendations on sensitive applications.  It is chaired by the Department of Defence and includes representatives of the Departments of Foreign Affairs and Trade, Industry, Science and Tourism, Attorney-General's, Prime Minister and Cabinet, Australian Customs Service and AUSTRADE.

The SIDCDE handles most applications out of session but meets approximately 6 times per year to discuss export control policy or other matters.  Applications for approvals involving non-sensitive destinations or goods are generally approved quickly within the Department of Defence

It is not practicable nor, for a variety of reasons, is it appropriate to publish lists of countries to which particularly close attention is given.  The situation in many countries can change rapidly.  However, applications for permission to export to all destinations are subject to careful consideration on a case-by-case basis in accordance with the criteria listed below.

4.4.1.1  Criteria for Denial

Applications to export military goods are considered in terms of Australia's broad interests and will be approved unless the Minister for Defence refuses the application.  Export of military goods will not be permitted:

a.
to countries against which the United Nations Security Council or United Nations General Assembly has imposed a mandatory arms embargo;
b.
to countries with policies or interests which are inimical to the strategic interests of Australia or its friends and allies;
Australia's broad national security interests remain a crucial consideration in assessing defence exports.  Countries developing weapons of mass destruction, or ballistic missiles to support them, or supporting terrorism, or whose behaviour or foreign policies risk major disruption to global or regional stability, would be subject to a presumption that defence exports would not be approved if the proposed export was in any way related to the issue of concern.  Defence exports to such countries could seriously prejudice Australia's security interests, its obligations to its allies and friends and its broader international responsibilities.

c.
to governments that seriously violate their citizens' rights unless there is no reasonable risk that the goods might be used against those citizens;
There are many countries where human rights considerations are relevant.  However there could be equipment which would only be applicable to legitimate security functions and which could be approved for export.  Each such application would be considered on a case‑by‑case basis. 

d.
where foreign and strategic policy interests outweigh export benefits;  
Consideration of Australia's foreign and strategic policy interests would include such issues as:

whether the recipient is employing armed forces in a manner contrary to a resolution of the United Nations Security Council or the United Nations General Assembly.  In this case there is a strong presumption of denial of those exports which may be used by the armed forces in the situation that has been condemned by the United Nations Security Council or United Nations General Assembly, or which would be contrary to the intent of the resolution; 

whether it is likely that the export may be used in activity contrary to the provisions of an international agreement to which Australia is a party.  Again, there is a strong presumption of denial of those exports which may be used in a situation which would be contrary to the provisions of the international agreement;

whether the proposed export is likely to be used in conflict, either internal or external or could further militarise the situation.  This does not preclude the supply of arms to a friend or ally of Australia which is in conflict;

whether the export is likely to cause adverse reactions by third countries important to Australia, which may affect Australia's interests; in particular if our regional relations may be damaged;

whether the export is likely to contribute to instability in the region or to aggravate a threat to international and regional peace and security or to aggravate the situation in a region which becomes a cause of serious concern

whether the recipient Government's controls on defence exports are ineffective.

e.
if the export would be reasonably judged to adversely affect Australian military capability;
Australia's national security and strategic concerns are of primary consideration. An export should not lead to strategic instability in Australia's region. Exports significantly increasing the vulnerability of the ADF or substantially compromising its operational capabilities or enhancing regional power projection capabilities would be considered very carefully.  Exports of military goods (including goods containing related information and technology), classified or unclassified, may be denied if it is reasonably judged that the export would adversely affect Australian military capability.  Where exports contribute to Australia's regional relations and assist interoperability with friends and allies, they will be considered favourably.

4.4.1.2   Private Trafficking in Military Goods
The Government is opposed to private sales of military goods, however, the export of military goods to private purchasers may be approved if the recipients can demonstrate that they are either:


acting as authorised agents on behalf of a government; or


purchasing the items for the sole purpose of reselling them to a government.

Such applications will be denied only where the foreign Government does not have an effective export control administration in place or the foreign and strategic policies of that Government are not consistent with those of Australia.

4.4.1.3  Museums and Private Collectors
The Government may allow the export of small quantities of military weapons for appropriate private or commercial purposes, for example, intended for display in a museum, or to be held by bona fide private collectors, being temporarily exported for movie props, or where the owner is moving overseas.  Depending on the nature and scale of such exports and their military significance, approval may depend on the outcome of consultation undertaken with the government of the country of destination or with other bodies to confirm the circumstances relating to the export.

4.4.1.4  Export of Manufacturing Data for Australian-Designed Military Goods

A company considering entering into a licence agreement with a foreign company for the manufacture overseas of Australian designed military goods should ensure that the Australian Government is in agreement with the manufacturing licence being entered into with the foreign company.  A company in Australia will require approval to export goods containing the manufacturing data and other information to the foreign company, and the licence/manufacturing agreement should only allow sales to those countries agreed to by the Australian Government.  The licence agreement must also protect against the manufacturing data and other information being passed on without the approval of the Australian Government by the foreign company to a third party.

4.4.2  Munitions List - Non-Military Lethal Goods
It is illegal for Australian citizens or persons who have a connection with Australia to become involved in mercenary, terrorist or other hostile activities overseas.  The Government has also decided that in certain circumstances it may be necessary to prevent the export of non-military lethal goods (NMLGs) to particular destinations on foreign policy, defence or other national interest grounds.  The export of NMLGs to any country is prohibited unless an export licence or permit has been issued.

NMLGs include items ML901 to ML909 in Part 1 of the Defence and Strategic Goods List.

4.4.2.1  Criteria for Denial

Where any of the criteria in the following paragraph may apply, the application will be referred to the Standing Interdepartmental Committee on Defence Exports (SIDCDE).

Applications to export NMLGs will be approved unless the Minister for Defence refuses the application on one or more of the following grounds:

a.
there is reason to believe the NMLGs could be used in mercenary, terrorist or other criminal activities overseas;

b.
specific foreign policy or other national interests justify 'notification' of the intended destination in the Gazette 

c.
the final destination is a country against which the United Nations Security Council or United Nations General Assembly has imposed a mandatory arms embargo; or the NMLGs are likely to be used in a manner either contrary to a decision of the Security Council or contrary to the provisions of international instruments to which Australia is a party;

d.
the NMLGs are likely to be used to further policies or interests which are inimical to the interests of Australia or its friends or allies;

e.
the government of the final destination seriously violates its citizens' rights, unless there is no reasonable risk that the goods might be used against those citizens;

f.
The export could be reasonably expected to impact adversely on Australia's interests in the region.

4.4.3  Industrial Dual-Use Goods 

Applications to export industrial dual-use goods are considered on a case-by-case basis.  There are no formal criteria for denial of industrial dual-use goods as in the case of the Munitions List but the Australian government will seek to ensure that any transfers of these goods do not contribute to the development or enhancement of military capabilities which undermine international and regional security and stability, and are not diverted to support such capabilities.

Wassenaar Arrangement industrial dual-use goods can be identified from the other Part 3 goods as their items end in the range 000 to 099.

The Wassenaar Arrangement considers some dual-use industrial goods to be more sensitive than others and therefore more care must be exercised in the transfer of these goods.  WA has identified a sub-set of the industrial dual-use goods which they have called the Sensitive List as well as a sub-set of the Sensitive List which they have called the Very Sensitive List.  Both of these lists can be found in Annex D.  General Export Licences are generally not available for the export of goods on these lists.

ANNEX 1 OF THE LIST OF DUAL-USE GOODS AND TECHNOLOGIES

(The agreement of Germany, Norway, Spain and the United States to this list is based, on the assumption that only individual denial notifications and aggregate transfer notifications will be adopted for the items included herein.)

4.4.4  Missile-Related Goods

Missile-related goods controlled by the MTCR are covered in the DSGL both in the Munitions List (Part 1, item ML4a) and the Dual-Use List (Part 3).  MTCR items in the dual-use list can be identified by the last three characters of the item number - all in the range 101 to 199.

Particular restraint will be exercised in the consideration of export applications of any missile related items in the DSGL (or of any missile) if the Australian Government judges that they are intended to be used for the delivery of weapons of mass destruction and there will be a strong presumption to deny such exports.

The  approval of any missile dual‑use list item for export also authorises the  export to the same end user of the minimum technology required for the installation, operation,  maintenance, and repair of the item.  Applications for export of Missile Dual‑Use List items are assessed on a case‑by‑case basis.  Permission for export will in most cases be in the form of an Individual Export Permit (see Annex A). 

4.4.5  Nuclear-Related Goods

The NSG guidelines obligate all nuclear suppliers group members to satisfy themselves of the good non-proliferation credentials of a recipient country before allowing the transfer of nuclear related items, and to ensure that trade takes place under appropriate international safeguards.  For most recipient countries, membership of the Nuclear Non-Proliferation Treaty or one of the nuclear weapon free zone treaties is sufficient evidence of non-proliferation credentials.

Applications to export nuclear related goods are assessed on a case-by-case basis.  Permission for export will in most cases be in the form of an Individual Export Permit (see Annex A).
4.4.6  Export of Chemical Weapons and Precursor Chemicals
Controls on the export of industrial chemicals are in place due to their possible use as chemical weapons or as precursors in the manufacture of chemical weapons.  Two regimes and an international convention relate to their control - the Wassenaar Arrangement, the Australia Group and the Chemical Weapons Convention.  As such, the various chemicals within the Defence and Strategic Goods List appear in several disparate sections.  Table 2 below lists all the chemicals contained in the DSGL that relate to chemical weapons or their precursors.

The first column, “CWC No.”, gives the numbering system derived from the Chemical Weapons Convention.  As an example, CWC Schedule 1 chemicals have the number “S.1x”, where x can be any number between 1 to 12.  Similarly, Schedule 2 chemicals are numbered S2.y and Schedule 3 S3.z, where y and z equal 14 and 17 respectively.  The second column, “AG”, gives the numbering system used by the Australia Group. Those listed as “AUS” in the AG column represent 5 extra chemicals controlled by Australia over those controlled by the Australia Group.  The third column, “DSGL Item”, gives the item number contained in the DSGL. The last column, “CAS”, represents the identification number given to chemicals by the Chemical Abstracts Service.  The Chemical Abstracts Service number in relation to a chemical compound, means the registry number assigned to that compound by the Chemical Abstracts Service, Columbus, Ohio, United States of America, and is published by that service in the journal “Chemical Abstracts”.

TABLE 2 - Chemicals or Precursor Chemicals in the DSGL Related to Chemical Weapons.
CWC
AG
DSGL ITEM
CHEMICAL
CAS







S1.1

ML7a note 1,a1
O-alkyl (( C10,  including cycloalkyl) alkyl (Me, Et, n-Pr or i-Pr)- phosphonofluoridates, including
 

S1.1

ML7a note 1,a1
Sarin: O-isopropyl methylphosphonofluoridate
107-44-8

S1.1

ML7a note 1,a1
Soman: O-pinacolyl methylphosphonofluoridate
96-64-0

S1.2

ML7a note 1,a2
O-alkyl (( C10, including cycloalkyl) N,N-dialkyl (Me, Et, n-Pr or i-Pr)- phosphoramidocyanidates, including:
 

S1.2

ML7a note 1,a2
Tabun: O-ethyl N,N-dimethyl phosphoramidocyanidate
77-81-6

S1.3

ML7a note 1,a3
O-alkyl (H or ( C10, including cycloalkyl) S-2-dialkyl (Me,Et, n-Pr or i- Pr)-aminoethyl alkyl (Me, Et, n-Pr or i-Pr) phosphonothiolates and corresponding alkylated and protonated salts, including:
 

S1.3

ML7a note 1,a3
VX: O-ethyl S-2-diisopropylaminoethyl methylphosphonothiolate
50782-69-9

S1.4

ML7a note 1,b1
Sulphur mustards:
 

S1.4

ML7a note 1,b1
2-chloroethylchloromethylsulphide
2625-76-5

S1.4

ML7a note 1,b1
Mustard Gas (H): bis(2-chloroethyl)sulphide
505-60-2

S1.4

ML7a note 1,b1
bis(2-chloroethylthio)methane
63869-13-6

S1.4

ML7a note 1,b1
Sesquimustard: 1,2-bis(2-chloroethylthio)ethane
3563-36-8

S1.4

ML7a note 1,b1
1,3-bis(2-chloroethylthio)-n-propane
63905-10-2

S1.4

ML7a note 1,b1
1,4-bis(2-chloroethylthio)-n-butane
142868-93-7

S1.4

ML7a note 1,b1
1,5-bis(2-chloroethylthio)-n-pentane
142868-94-8

S1.4

ML7a note 1,b1
bis(2-chloroethylthiomethyl)ether
63918-90-1

S1.4

ML7a note 1,b1
bis(2-chloroethylthioethyl)ether: O-Mustard (T)
63918-89-8

S1.5

ML7a note 1,b2
Lewisites:
 

S1.5

ML7a note 1,b2
Lewisite 1: 2-chlorovinyldichloroarsine
541-25-3

S1.5

ML7a note 1,b2
Lewisite 2: bis(2-chlorovinyl)chloroarsine
40334-69-8

S1.5

ML7a note 1,b2
Lewisite 3: tris(2-chlorovinyl)arsine
40334-70-1

S1.6

ML7a note 1,b3
Nitrogen mustards:
 

S1.6

ML7a note 1,b3
HN1: bis(2-chloroethyl)ethylamine
538-07-8

S1.6

ML7a note 1,b3
HN2: bis(2-chloroethyl)methylamine
51-75-2

S1.6

ML7a note 1,b3
HN3: tris(2-chloroethyl)amine
555-77-1

S1.7

1C351.d.5
Saxitoxin
35523-89-8

S1.8

1C351.d.4
Ricin
9009-86-3

S1.9

ML7b.1
alkyl (Me, Et, n-Pr or i-Pr) phosphonyl difluorides, including:
 

S1.9
4
ML7b.1
DF:  methylphosphonyl difluoride
676-99-3

S1.9
23
1C350.23
ethyl phosphonyl difluoride
753-98-0

S1.10

ML7b.2
O-alkyl (H or ( C10, incl. cycloalkyl) O-2-dialkyl (Me, Et, n-Pr or i- Pr)-aminoethyl alkyl (Me, Et, n-Pr or i-Pr) phosphonites and corresponding alkylated and protonated salts, including:
 

S1.10
29
ML7b.2
QL: O-ethyl O-2-diisopropylaminoethyl methylphosphonite
57856-11-8

S1.11

ML7b.3
chlorosarin: O-isopropyl methylphosphonochloridate
1445-76-7

S1.12

ML7b.4
chlorosoman: O-pinacolyl methylphosphonochloridate
7040-57-5

S2.1

1C450a.1
Amiton: O,O-diethyl S-[2-(diethylamino)ethyl] phosphorothiolate
78-53-5

S2.1

1C450a.1
alkylated or protonated salts of O,O-Diethyl S-[2-(diethylamino) ethyl] phosphorothiolate
 

S2.2

1C450a.6
PFIB: 1,1,3,3,3-pentafluoro-2-(trifluoromethyl)-1-propene
382-21-8

S2.3

ML7a note 1,c
BZ: 3-Quinuclidinyl benzilate
6581-06-2

S2.4

1C450b.1
Chemicals, except for those listed in Schedule 15A, containing  a phosphorus atom to which is bonded one methyl, ethyl or propyl (normal or iso) group but not further carbon atoms, including:
 

S2.4
5
1C350.5
methylphosphonyl dichloride
676-97-1

S2.4
21
1C350.21
ethyl phosphinyl dichloride
1498-40-4

S2.4
22
1C350.22
ethyl phosphonyl dichloride
1066-50-8

S2.4
33
1C350.33
diethyl methylphosphonite
15715-41-0

S2.4
34
1C350.34
dimethyl ethylphosphonate
6163-75-3

S2.4
AUS
1C350.55
diethyl methylphosphonate
683-08-9

S2.4
35
1C350.35
ethyl phosphinyl difluoride
430-78-4

S2.4
36
1C350.36
methyl phosphinyl difluoride
753-59-3

S2.4
17
1C350.17
diethyl ethylphosphonate
78-38-6

S2.4
AUS
1C350.56
methylphosphonic acid
993-13-5

S2.4
3
1C350.3
dimethyl methylphosphonate
756-79-6

S2.4

1C450b.1
diphenyl methylphosphonate
7526-26-3

S2.4

1C450b.1
phosphonic acid, methyl-, methyl 3-(trimethoxysilyl)- propyl ester
67812-17-3

S2.4

1C450b.1
phosphonic acid, methyl-, monoammonium salt
34255-87-3

S2.4

1C450b.1
phosphonic acid, methyl-, monomethyl ester, monosodium salt
73750-69-3

S2.4

1C450b.1
phosphonothioic dichloride, ethyl-
993-43-1

S2.4
26
1C350.26
methyl phosphinyl dichloride
676-83-5

S2.4

1C450b.1
phosphonic acid, methyl-, bis(3-(trimethoxysilyl)propyl) ester
67812-18-4

S2.4

1C450b.1
phosphonic acid, methyl-, compd. with (aminoiminomethyl)urea (1:1)
84402-58-4

S2.4

1C450b.1
phosphonic acid, methyl-, (5-ethyl-2-methyl-1,3,2-dioxaphosphorinan-5-yl) methyl methyl ester, P-oxide)
41203-81-0

S2.4

1C450b.1
phosphonic acid, methyl-, bis[(5-ethyl-2-methyl-1,3,2- dioxaphosphorinan-5-yl) methyl ester, P,P'-dioxide)
42595-45-9



1C450b.1
but not including: Fonofos: O-ethyl S-phenyl ethylphosphono- thiolothionate
944-22-9

S2.5

1C450b.3
N,N-dialkyl (Me, Et, n-Pr or i-Pr) phosphoramidic dihalides, including:
 

S2.5
AUS
1C350.57
N,N-dimethyl phosphoramidic dichloride
677-43-0

S2.6

1C450b.2
dialkyl (Me, Et, n-Pr or i-Pr) N,N-dialkyl (Me, Et, n-Pr or i-Pr)- phosphoramidates, including:
 

S2.6
18
1C350.18
diethyl N,N-Dimethylphosphoramidate
2404-03-7

S2.7
31
1C350.31
arsenic trichloride
7784-34-1

S2.8
32
1C350.32
2,2-diphenyl-2-hydroxyacetic acid (benzilic acid)
76-93-7

S2.9
13
1C350.13
quinuclidine-3-ol
1619-34-7

S2.10

1C450b.4
N,N-dialkyl (Me, Et, n-Pr or i-Pr) aminoethyl-2-chlorides and corresponding protonated salts, including:
 

S2.10

1C450b.4
N,N-diethylaminoethyl-2-chloride, hydrochloride
869-24-9

S2.10

1C450b.4
N,N-diethylaminoethyl-2-chloride
96-70-7

S2.10
54
1C350.54
N,N-diisopropyl-2-aminoethyl chloride hydrochloride
4261-68-1

S2.10
11
1C350.11
N,N-diisopropyl-2-aminoethyl chloride
96-79-7

S2.11

1C450b.5
N,N-dialkyl (Me, Et, n-Pr or i-Pr) aminoethane-2-ols and corresponding protonated salts, including:
 

S2.11
27
1C350.27
N,N-diisopropylaminoethanol
96-80-0



1C450b.5
not including N,N-dimethylaminoethanol
108-01-0



1C450b.5
not including protonated salts of N,N-dimethylaminoethanol
 



1C350.49
not including N,N-diethylaminoethanol (but see AG chemical #49)
100-37-8



1C450b.5
not including protonated salts of N,N-diethylaminoethanol
 

S2.12

1C450b.6
N,N-dialkyl (Me, Et, n-Pr or i-Pr) aminoethane-2-thiols and corresponding protonated salts, including:
 

S2.12

1C450b.6
N,N-dimethylaminoethane-2-thiol hydrochloride
13242-44-9

S2.12
12
1C350.12
N,N-diisopropylaminoethane-2-thiol hydrochloride
5842-07-9

S2.13
1
1C350.1
thiodiglycol:   bis(2-hydroxyethyl)sulphide
111-48-8

S2.14
28
1C350.28
pinacolyl alcohol:   3,3-dimethylbutan-2-ol
464-07-3

S3.1

1C450a.7
phosgene:   carbonyl dichloride
75-44-5

S3.2

1C450a.4
cyanogen chloride
506-77-4

S3.3

1C450a.5
hydrogen cyanide
74-90-8


45
1C350.45
sodium cyanide
143-33-9


40
1C350.40
potassium cyanide
151-50-8

S3.4

1C450a.3
chloropicrin:   trichloronitromethane
76-06-02

S3.5
2
1C350.2
phosphorus oxychloride
10025-87-3

S3.6
7
1C350.7
phosphorus trichloride
7719-12-2

S3.7
38
1C350.38
phosphorus pentachloride
10026-13-8


47
1C350.47
phosphorus pentasulphide
1314-80-3

S3.8
8
1C350.8
trimethyl phosphite
121-45-9

S3.9
30
1C350.30
triethyl phosphite
122-52-1

S3.10
6
1C350.6
dimethyl phosphite
868-85-9

S3.11
19
1C350.19
diethyl phosphite
762-04-9

S3.12
51
1C350.51
sulphur monochloride
10025-67-9

S3.13
52
1C350.52
sulphur dichloride
10545-99-0

S3.14
9
1C350.9
thionyl chloride
7719-09-7


AUS
1C350.58
thiophosphoryl chloride
3982-91-0

S3.15

1C450b.7
ethyldiethanolamine
139-87-7

S3.16

1C450b.8
methyldiethanolamine
105-59-9

S3.17
46
1C350.46
triethanolamine
102-71-6


53
1C350.53
triethanolamine hydrochloride
637-39-8


16
1C350.16
dimethylamine
124-40-3


20
1C350.20
dimethylamine hydrochloride
506-59-2


48
1C350.48
di-isopropylamine
108-18-9


15
1C350.15
2-chloroethanol
107-07-3


49
1C350.49
N,N-diethylaminoethanol
100-37-8


25
1C350.25
methyl benzilate
76-89-1


10
1C350.10
3-hydroxy-1-methylpiperidine
3554-74-3


37
1C350.37
3-quinuclidone
3731-38-2


39
1C350.39
pinacolone: 3,3-dimethyl-2-butanone
75-97-8


AUS
1C350.59
oxalyl chloride
79-37-8


24
1C350.24
hydrogen fluoride
7664-39-3


14
1C350.14
potassium fluoride
7789-23-3


41
1C350.41
potassium bifluoride (also known as potassium hydrogen fluoride)
7789-29-9


42
1C350.42
ammonium bifluoride (also known as ammonium hydrogen fluoride)
1341-49-7


43
1C350.43
sodium bifluoride (also known as sodium hydrogen fluoride)
1333-83-1


44
1C350.44
sodium fluoride
7681-49-4


50
1C350.50
sodium sulphide
1313-82-2

Other industrial chemicals, not listed in the table above, including explosives, can also be found in ML7c, ML8, ML908 and 1C001 to 1C240.

4.4.6.1  Chemical Weapons Convention

As mentioned in section 3.3, the CWC requires controls on the export (and in some cases import) of a range of chemicals that can be used as chemical weapons or in the production of chemical weapons.  Goods controlled through this regime can be found in Item ML7.a and ML7.b of Part 1 and Items 1C350, 1C351 and 1C450 of Part 3 of the Defence and Strategic Goods List, and indicated in Table 2.

Applications to export CWC Schedule 1 goods (included in Items ML7.a, ML7.b, 1C350 or 1C351d) will be referred to the Department of Foreign Affairs and Trade and the Chemical Weapons Convention Office for consideration.  These applications must be received by the Department of Defence at least 37 days prior to the anticipated shipment date.

Note that applications to import CWC Schedule 1 goods must be made directly to the Chemical Weapons Convention Office (tel. (02) 6261 1920 or fax (02) 6261 1908).  Applications to import must also be received at least 37 days prior to the shipment date.

It should also be noted that for export of CWC Schedule 1 goods, export approval is required for any mixture containing the chemical of interest.  Applications to export these goods will be considered on a case-by-case basis and licences to cover multiple shipments will not be available.

Applications to export chemicals listed in 1C350 or 1C450 (Part 3), with the exception of those that are CWC Schedule 1 chemicals, do not require the 37 day prior notification period and may or may not be referred to other agencies for further consideration.  Licences to cover multiple shipments may be available for exports of these goods where the nature and frequency of shipments would justify this course of action.

A CWC Schedule 2 chemical is controlled if it constitutes more than 10% (by weight) of a mixture.  For a chemical listed in Table 2, other than a CWC Schedule 1 and 2 chemical, export permission is required when it constitutes more than 25% of a mixture (by weight).

For the purposes of Regulation 13E, a “mixture” is defined as a solid, liquid or gaseous product made up of two or more components that do not react together under normal storage conditions.

It is not intended that the regulation should be used to control exports of listed chemicals when contained in consumer goods.  The above definitions can, however, lead to such goods being subject to control.  To ensure the regulation’s effect is as intended, chemicals listed in the DSGL are exempt from control as follows:

(a)
triethanolamine, as a component of formulations in the following classes of goods, when packaged in containers with a volume not exceeding 6 litres:

· personal cosmetic products;

· photographic developer solutions, or components intended for preparing photographic developer solutions;

· cleaning products;

(b)
sodium cyanide, as a component of electroplating formulations, when packaged in containers with a volume not exceeding 6 litres;

(c)
potassium cyanide, as a component of electroplating formulations, when packaged in containers with a volume not exceeding 6 litres;

(d)
sodium fluoride, as a component of zinc passivating formulations, when packaged in containers with a volume not exceeding 6 litres;

(e)
sodium bifluoride, as a component of zinc passivating formulations, when packaged in containers with a volume not exceeding 6 litres.

Certain of these products may be considered to contain above threshold concentrations of triethanolamine (TEA) when the solvent free test is applied, and thus are covered by the regulation.  However, when it is contained in a normal commercial mixture, and not packaged in bulk, we do not consider TEA export would pose a particular proliferation threat.  This is consistent with the AG policy, which as previously mentioned, is considered by ACS to be expressed in words which are too vague to be of value for border control purposes.

Applications to export CWC-scheduled chemicals (other than schedule 1),  included in 1C350 or 1C450 will only be approved to States who are not Parties to the CWC if they are accompanied by an end-user and non-transfer certificate (see para. 4.3.2.3.).

CWC Schedule 1 chemicals may not be transferred to States who are not Parties to the CWC.

Since 29 April 1997, when the CWC entered into force, Australia has been obliged to report information on imports and exports of goods covered by CWC schedules to the Organisation for the Prohibition of Chemical Weapons (OPCW), which implements the CWC internationally.  For CWC Schedule 1 goods listed in Items ML7.a, ML7.b, 1C350.23 or 1C351d information will be reported on individual shipments.  For Schedule 2 and 3 goods listed in Items 1C350 or 1C450 of Part 3, the information will be aggregated by the receiving or shipping country.

In Items ML7.a or ML7.b or 1C450, whenever reference is made to groups of dialkylated chemicals, followed by a list of alkyl groups in parentheses, all chemicals possible by all possible combinations of alkyl groups listed in the parentheses are considered as included as long as they are not explicitly exempted.

In Items ML7.a or ML7.b or 1C450, the terms ‘alkyl’, ‘cycloalkyl’ or ‘Me’ (methyl), ‘Et’ (ethyl), ‘n-Pr’ (n-propyl) or ‘i-Pr’ (iso-propyl) are to be understood literally, i.e. as not including any substituted alkyl, methyl, ethyl etc.

Note that export applications will not be approved if there is an unacceptable risk the chemicals may be diverted to a chemical weapons program.  Additionally, specific CWC requirements prohibit the retransfer of Schedule 1 chemicals.  In practice, this means that Schedule 1 chemicals imported into Australia may not be retransferred to a third country.

4.4.6.2  AG Chemicals and Manufacturing Equipment
Chemicals controlled by the Australia Group are listed in Item 1C350, Part 3 of the Defence and Strategic Goods List.  Chemical manufacturing facilities and related equipment that may be used in the production of chemical weapons, are listed in 2B350 and 2B351.

Applications to export chemicals and related manufacturing equipment listed in 1C350, 2B350 or 2B351 will not be approved if there is a risk they may contribute to a chemical weapons program.

4.4.7  AG Biological Toxins and Manufacturing Equipment

Similarly to 4.4.6.2, the Australia Group controls biological toxins and dual-use equipment that may be used for the manufacture of biological weapons in Items 1C351 to 1C354 or 2B352, Part 3 of the Defence and Strategic Goods List.

Again, applications to export biological toxins and related manufacturing equipment listed in Items 1C351 to 1C354 or 2B352 will not be approved if there is a risk they may contribute to a biological weapons program.

4.5  Processing Times
The Department is conscious that exporters require quick, clear decisions to be commercially competitive.  Applicants can assist the Department to provide a timely response to their application by ensuring that all the required information is supplied.

When applying for approval to export, applicants should ensure that all fields are completed on the application form and that CONTACT POINT details are provided.

STPO will endeavour to process non-sensitive applications within 10 working days.  For applications that require referral to SIDCDE or other agencies, this processing time may be between 21 and 45 days.

Delays will be caused when:

· application forms are incomplete or unsigned;

· technical or product information is not supplied;

· street address for consignees are not provided;

· third party clearances have not been sought;

· export involves the release of classified information;

· end user certification has not been provided;

· the application has been referred to other agencies for consideration; or

· that the complexity of the application or sensitivity of the export might require longer consideration.

The applicant will be informed as to the status of the application on a regular basis.  If the matter is not resolved by SIDCDE or other agencies within 45 days, applications will be referred to the Minister for Defence for decision.

Applications may be forwarded to the address on the form or sent by facsimile.  See Annex C for telephone and facsimile numbers.

4.6  Confidentiality

Exporters can be assured that all information given to the Department of Defence on proposed exports will be treated as Commercial-in-Confidence.  The Department will not publicly release details of any shipment that may implicate any company either through naming the company directly or describing goods that can only be attributed to one company.

This applies also to our requirement to report shipments or aggregate statistics to international control arrangements referred to above.
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