Defence and Strategic Goods List - Instrument of Amendment No. DSGL 1/1999


Defence and Strategic Goods List – Changes made in Amendment No. 1 of 1999 dated 23 June 1999.

Statements of Understanding

· General Note 2
Delete General Note 2
· General Software Note

Chapeau:  delete “With the exception of Category 5, Part 2 (Information Security)” 
After sub-item a., add the following:

“N.B.
Entry a. of the General Software Note does not release "software" specified in Category 5 - Part 2 ("Information Security").”

Definitions

· Add the following definitions:

“"All compensations available" (2) means after all feasible measures available to the manufacturer to minimise all systematic positioning errors for the particular machine-tool model are considered.”

“"Asymmetric algorithm " (5) means a cryptographic algorithm using different, mathematically-related keys for encryption and decryption.

N.B.:
A common use of "asymmetric algorithms" is key management.”

“"Symmetric algorithm" (5) means a cryptographic algorithm using an identical key for both encryption and decryption.

N.B.
A common use of "symmetric algorithms" is confidentiality of data.”

· Delete the following definitions:

“"Camming" (axial displacement) (2) means axial displacement in one revolution of the main spindle measured in a plane perpendicular to the spindle faceplate, at a point next to the circumference of the spindle faceplate (ref. ISO 230/1 1986, paragraph 5.63).”

““Circuit element” means a “laser” in which the excited species is produced by the output energy from a chemical reaction.”

““Discrete component” means a separately packages “circuit element” with its own external connections.”

“"Gateway" (5) means the function, realised by any combination of equipment and "software", to carry out the conversion of conventions for representing, processing or communicating information used in one system into the corresponding but different conventions used in another system.”

“"Integrated Services Digital Network" (ISDN) (5) means a unified end‑to‑end digital network, in which data originating from all types of communication (e.g., voice, text, data, still and moving pictures) are transmitted from one port (terminal) in the exchange (switch) over one access line to and from the subscriber.”

““ISDN” is equivalent to “Integrated Services Digital Network”.”

“"Media access unit" (5) means equipment which contains one or more communication interfaces ("network access controller", "communications channel controller", modem or computer bus) to connect terminal equipment to a network.”

““Microprogramme” means a sequence of elementary instructions maintained in a special storage, the execution of which is initiated by the introduction of its reference instruction register.”

“"Optical fibre preforms" (5 6) means bars, ingots, or rods of glass, plastic or other materials which have been specially processed for use in fabricating optical fibres. The characteristics of the preform determine the basic parameters of the resultant drawn optical fibres.”

“"Run out" (out‑of‑true running) (2) means radial displacement in one revolution of the main spindle measured in a plane perpendicular to the spindle axis at a point on the external or internal revolving surface to be tested (ref. ISO 230/1‑1986, paragraph 5.61).”

““SDH” is equivalent to “synchronous digital hierarchy”.”

““Solidify rapidly” means a process involving the solidification of molten material at cooling rates exceeding 1,000 K/sec.”

““SONET” is equivalent to “synchronous optical network”.”

“"Spectral efficiency" (5) is a figure of merit parametrized to characterize the efficiency of transmission system which uses complex modulation schemes such as QAM (quadrature amplitude modulation), Trellis coding, QPSK (Q‑phased shift key), etc.  It is defined as follows:
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“"Switch fabric" (5) is that hardware and associated "software" which provides the physical or virtual connection path for in‑transit message traffic being switched.”

“"Synchronous digital hierarchy" (“SDH”) (5) means a digital hierarchy providing a means to manage, multiplex and access various forms of digital traffic using a synchronous transmission format on different types of media.  The format is based on the Synchronous Transport Module (STM) which is defined by CCITT Recommendation G.703, G.707, G.708, G.709 and others yet to be published.  The first level rate of "SDH" is 155.52 Mbit/s.”

“"Synchronous optical network" (“SONET”) (5) means a network providing a means to manage, multiplex and access various forms of digital traffic using a synchronous transmission format on fibre optics.  The format is the North America version of "SDH" and also uses the Synchronous Transport Module (STM).  However, it uses the Synchronous Transport Signal (STS) as the basic transport module with a first level rate of 51.81 Mbit/s.  The “SONET” standards are being integrated into those of "SDH".”

“"Terminal interface equipment" (4) means equipment at which information enters or leaves the telecommunication system, e.g., telephone, data device, computer, facsimile device.”

· Omit:

““Materials resistant to corrosion by UF6” (0) may be copper, stainless steel, aluminium, aluminium oxide, aluminium alloys, nickel or alloy containing 60 weight percent or more nickel and UF6 -resistant fully fluorinated hydrocarbon polymers, as appropriate for the type of separation process.”

Substitute:

““Materials resistant to corrosion by UF6” (0) may be copper, stainless steel, aluminium, aluminium oxide, aluminium alloys, nickel or alloy containing 60 weight percent or more nickel and UF6 -resistant fluorinated hydrocarbon polymers, as appropriate for the type of separation process.”

Acronyms

No changes

PART 1 - Munitions List

· Chapeau to Item ML5

Omit Chapeau to Item ML5, Substitute:

“ML5.
Fire control, and related alerting and warning equipment, and related systems, test and alignment and countermeasure equipment, as follows, specially designed for military use, and specially designed components and accessories therefor:”

· Sub-item ML5.c

After sub-item ML5.c. add the following:


“d.
Field test or alignment equipment, specially designed for items controlled by ML5.a. or ML5.b.”

· N.B. to Item ML10 
Omit “June 1998”, substitute “April 1999”.

· Item ML19.f.

Omit sub-item ML19.f and N.B. to ML19.f, substitute:

“
f. 
Continuous wave or pulsed “laser” systems specially designed to cause permanent blindness to unenhanced vision, i.e. to the naked eye or to the eye with corrective eyesight devices.”

· Note 3 to Item ML19 

Delete Note 3

PART 2, Category 0 - Nuclear Materials, Facilities and Equipment 

· Sub-items 0B001.a.6 and 0B001.a.7

Omit “isotopic”, substitute “isotope”

· Sub-item 0B001.c.5.


Omit “60 weight percent nickel”, substitute “60 per cent nickel”.

· Item 0B001.d.3



After “suction volume capacity of 2 m3/min,” add “or more”

· Note 2 to Item 0C004.



Omit “weights”, substitute “masses”.

PART 3, Category 1 - Materials, Chemicals, Micro-organisms & Toxins

· Item 1A102.



Omit item, substitute:

“1A102
Resaturated pyrolized carbon‑carbon materials designed for space launch vehicles 


specified in 9A004 or sounding rockets specified in 9A104.”

· Item 1B225.

Omit “a production”, substitute “an output”.

· Item1B228.

Sub-items 1B228.a and 1B228.b: omit “to operate”, substitute “for operation”.

Sub-item 1B228.b: omit “5 to 50 atmospheres”, substitute “0.5 to 5Mpa”.

Sub-item 1B228.c: omit sub-item, substitute:


“c.
Constructed of either:


1.
Stainless steel of the 300 series with low sulphur content and with an austenitic ASTM (or equivalent standard) grain size number of 5 or greater; or

2.
Equivalent materials which are both cryogenic and H2‑compatible; and”
Technical Note: delete technical note.

· Chapeau to Item 1B231.



Omit “plants or equipment, as follows;”, substitute “or plants, and equipment therefore, as follows;”
Sub-item 1B231.b.2: omit “isotope storage and” substitute “isotope storage or”.

· Item 1B233.



Chapeau: omit “facilities, plant or equipment”, substitute “facilities or plants and equipment therefor”.

Sub-paragraph 1B233.b.2: omit “and/or”, substitute “or”.

· Sub-item 1C004.b.

Omit “1250 MPa”, substitute “880 MPa”.


· Sub-item 1C107a.

After sub-item 1C107a, add the following:

“N.B.
See also 0C004” 

· Item1C450.



Sub-item 1C450.a.1: add “and corresponding alkylated or protonated salts;”

Sub-item 1C450.b.5: omit “other than N,N‑diisopropyl‑(beta)‑aminoethanol which is specified in 1C350;”,  substitute “other than N,N‑Diisopropyl‑(beta)‑aminoethanol (96-80-0) and N,N-Diethylaminoethanol (100‑37‑8) which are specified in 1C350;”

· The following items were reformatted with no change in scope:

1A202; 1A227; 1B201; 1B229; 1B230; 1B232; 1C001; 1C002; 1C003; 1C010; 1C012; 1C202; 1C210; 1C216; 1C225; 1C226; 1C227; 1C228; 1C229; 1C230; 1C231; 1C232; 1C233; 1C234; 1C235; 1C236; 1C237; 1C239; 1C240; 1C351; 1C352; 1C450.a.2 to 1C450.a.7; 1C450.b.2 to 1C450.b.3.

PART 3, Category 2 - Materials Processing

· Item 2B.



Omit Technical Notes 4. and 5, substitute:


“4.
Stated positioning accuracy levels derived from measurements made according to ISO 230/2 (1988)1 or national equivalents may be used for each machine tool model instead of individual machine tests.

N.B.:
Stated positioning accuracy means the accuracy value provided to the competent authorities of the Member State in which the exporter is established as representative of the accuracy of a machine model. 

Determination of Stated Values

1.
Select five machines of a model to be evaluated; 

2.
Measure the linear axis accuracies according to ISO 230/2 (1988)
 ;

3.
Determine the A-values for each axis of each machine. The method of calculating the A-value is described in the ISO standard; 

4.
Determine the mean value of the A-value of each axis. This mean value Â becomes the stated value of each axis for the model (Âx    Ây...); 

5.
Since the Category 2 list refers to each linear axis there will be as many stated values as there are linear axes; 

6.
If any axis of a machine model not controlled by 2B001.a. to 2B001.c.or 2B201 has a stated accuracy Â of 6 microns for grinding machines and 8  microns for milling and turning machines or better, the manufacturer should be required to reaffirm the accuracy level once every eighteen months. “

· Item 2B001.

Sub-items 2B001.a.1, 2B001.b.1.a, 2B001.b.3, 2B001.c.1.a: omit “”all compensations available" of less (better) than”, substitute "all compensations available" equal to or less (better) than”

Sub-items 2B001.a.1, 2B001.b.1.a, 2B001.b.3, 2B001.c.1.a: following each stated accuracy, insert “according to ISO 230/2 (1988) or national equivalents”

Note 3 to sub-item 2B001.c.: omit “Tool or cutter grinding machines shipped as complete systems with ”software” specially designed for the production of tools or cutters.”, substitute “Tool or cutter grinding machines limited to the production of tools or cutters.”
· Item 2B002.


Delete item.

· Item 2B004.


Chapeau: omit “Hot "isostatic presses", having all of the following, and specially designed dies,[W] moulds, components, accessories and controls therefor:”, substitute “Hot "isostatic presses", having all of the following, and specially designed components and accessories therefor:”

Following item 2B004, add:

“N.B.
For specially designed dies, moulds and tooling see 1B003, 9B009 and ML18.”

· Sub-item 2B005.c

Omit sub-item 2B005.c., substitute:


“c.
"Stored programme controlled" electron beam physical vapour deposition (EB-PVD) production equipment incorporating power systems rated for over 80 kW, having any of the following:


1.
A liquid pool level "laser" control system which regulates precisely the ingots feed rate; or
2. A computer controlled rate monitor operating on the principle of photo-luminescence of the ionised atoms in the evaporant stream to control the deposition rate of a coating containing two or more elements;

· Sub-item 2B007.c.


Omit sub-item 2B007.c., substitute:


“c.
Specially designed or rated as radiation-hardened to withstand a total radiation dose greater than 5 x 103 Gy (silicon) without operational degradation; or

Technical Note:

The term Gy(silicon) refers to the energy in Joules per kilogram absorbed by an unshielded silicon sample when exposed to ionising radiation.””

· Chapeau to Item 2B008.


Omit Chapeau to item 2B008, substitute “Assemblies, units or inserts specially designed for machine tools or for equipment specified in 2B006 or 2B007, as follows:”
· Technical Note 2 to Item 2B109.

Omit Technical Note 2 to Item 2B109, substitute “2B109 does not control machines that are not usable in the production of propulsion components and equipment (e.g. motor cases) for systems specified in 9A005, 9A007.a. or 9A105.a..”.

· Chapeau to Item 2B225.

Omit Chapeau to Item 2B225, substitute “Remote manipulators that can be used to provide remote actions in radiochemical separation operations or hot cells, having either of the following characteristics:”.

· Sub-item 2B351.a.

Omit sub-item 2B351.a., substitute “Designed for continuous operation and usable for the detection of chemical warfare agents or chemicals specified in 1C350, at concentrations of less than 0.3 mg/m3; or”
· Item 2D001.

After “Software”, insert “other than that specified in 2D002”.

TABLE – DEPOSITION TECHNIQUES

· Item: A. - Chemical Vapour Deposition - CVD


Insert “(19)” after “ceramics”.

Insert “ (18)” after “silicon carbide”.

Add “Diamond” and “Diamond-like carbon (17)” after “Dielectric layers (15), for Ceramics and Low-expansion glasses, Beryllium and Beryllium alloys and Sensor window materials.

Add “Boron nitride” after “Alloyed aluminides (2)”.

· Item B1. - Physical Vapour Deposition (PVD): Electron Beam - EB-PVD

Insert “(19)” after “Ceramics”.

Insert “(18)” after “Silicon carbide”.

Add “Boron nitride” after “Dielectric layers (15)” for Carbon-carbon, ceramic and Metal “matrix” “composites”.

Add “Beryllium” after “Borides”

· Item B2. - Physical Vapour Deposition (PVD): “Laser” Vaporization

Insert “(19)” after “Ceramics”.

Add “Diamond-like carbon (17) after “Dielectric layers (15)” For Ceramics (19) and Low expansion glasses (14).

· Item B4. - Physical Vapour Deposition (PVD): Cathodic Arc Discharge

Add “Diamond-like carbon (17) after “Nitrides”.

· Item D. - Plasma spraying

Omit “Abradable Ni-Cr-Al Bentonite”, substitute “Abradable materials containing Ni-Cr-Al” for “Superalloys” and Titanium alloys (13)”

Add “MCrAIX (5) before “Modified zirconia (12) for Corrosion resistant steel (7).

· Item E. – Slurry Deposition.

Add “and alloys (8) after “Refractory metals”

· Item F. – Splutter Deposition.

Add “(18)” after “Silicon carbide”




Add  “Boron nitride” after “Dielectric layers (15)” for Carbon-carbon, Ceramic and Metal “matrix” “composites”.


Add “Diamond-like carbon (17)” after “Dielectric layers (15)” for Ceramics and low expansion glasses (14) and sensor window materials (9).

Add “Beryllium” after “Dielectric layers (15) for Beryllium and beryllium alloys.

TABLE – DEPOSITION TECHNIQUES – NOTES

· Item Para. 4.

Omit “Mixtures consist of” and substitute “The term “mixtures” thereof includes”.

· Item Para. 8. 

Omit “Refractory metals consist of”, substitute “Refractory metals and alloys include”.

· Item Para. 9.

Omit paragraph 9, substitute:

“9.
'Sensor window materials', as follows: alumina, silicon, germanium, zinc sulphide, zinc selenide, gallium arsenide, diamond, gallium phosphide, sapphire and the following metal halides: sensor window materials of more than 40 mm diameter for zirconium fluoride and hafnium fluoride.”
· Item Para. 13.  

Omit “Titanium alloys refers to”, substitute “Titanium alloys refers only to”.

· Item Para 16.

Following Paragraph 16, add:

“17.
"Technology" specially designed to deposit diamond-like carbon on any of the following is not controlled: 


magnetic disk drives and heads, polycarbonate eyeglasses, equipment for the manufacture of disposables, bakery equipment, valves for faucets, acoustic diaphragms for speakers, engine parts for automobiles, cutting tools, punching-pressing dies, high quality lenses designed for cameras or telescopes, office automation equipment, microphones or medical devices. 

18.
'Silicon carbide' does not include cutting and forming tool materials.

19.
Ceramic substrates, as used in this entry, does not include ceramic materials containing 5% by weight, or greater, clay or cement content, either as separate constituents or in combination.”

TABLE – DEPOSITION TECHNIQUES – TECHNICAL NOTE

· Item Para. b.2


Omit “Resistive Heating PVD employs electrically resistive heating sources capable of producing a controlled and uniform flux of evaporated coating species;”, substitute “Ion Assisted Resistive Heating PVD employs electrically resistive heating sources in combination with impinging ion beam(s) to produce a controlled and uniform flux of evaporated coating species;”
· Item Para. b.3.

Omit “"Laser" Evaporation uses either pulsed or continuous wave "laser" beams to heat the material which forms the coating;”, substitute “"Laser" Vaporization uses either pulsed or continuous wave "laser" beams to vaporize the material which forms the coating;”
· Item Para. c.


Paragraph. c. is renumbered para. b.5..  Omit “to be deposited” in new para. b.5.


Paragraphs d to h are renumbered to paragraphs c to g.

· Item 2E301.


Omit “required”, substitute “according to the General Technology Note”.

· The following items were reformatted with no change in scope:

2A225; 2A226; 2B201; 2B204; 2B206; 2B207; 2B209; 2B227; 2B228; 2B229; 2B230; 2B231; 2B232; 2B352.

PART 3, Category 3 - Electronics

· Item 3A002

Sub-item 3A002.a.2.: Omit “180 Mbit/s”, substitute “360 Mbit/s”
Sub-item 3A002.a.5.: Delete N.B.

Note to Sub-item 3A002.c.2.: omit:

“Note:
3A002.c.2. does not control those "dynamic signal analysers" using only constant percentage bandwidth filters.

Technical Note:
Constant percentage bandwidth filters are also known as octave or fractional octave filters.”

Substitute:


“Note:
3A002.c.2. does not control those "dynamic signal analysers" using only constant percentage bandwidth filters (also known as octave or fractional octave filters) .”

· Item 3A202

Delete item.

· Item 3A225

Omit item 3A225, substitute:

 “3A225
Frequency changers or generators, other than those specified in 0B001.b.13., having


all of the following characteristics:


a.
Multiphase output capable of providing a power of 40 W or greater;


b.
Capable of operating in the frequency range between 600 and 2000 Hz;


c.
Total harmonic distortion better (less) than 10%; and

d.
Frequency control better (less) than 0.1%.


Technical Note:


Frequency changers in 3A225 are also known as converters or inverters.”

· Item 3A229

Omit item 3A229, substitute:
“3A229
Firing sets and equivalent high‑current pulse generators as follows:


N.B.:
SEE ALSO ML4b.


a.
Explosive detonator firing sets designed to drive multiple controlled detonators specified in 3A232;


b.
Modular electrical pulse generators (pulsers) having all of the following characteristics:


1.
Designed for portable, mobile, or ruggedized-use;


2.
Enclosed in a dust‑tight enclosure;


3.
Capable of delivering their energy in less than 15 µs;


4.
Having an output greater than 100 A;


5.
Having a 'rise time' of less than 10 µs into loads of less than 40 ohms;


6.
No dimension greater than 254 mm;


7.
Weight less than 25 kg; and

8.
Specified for use over an extended temperature range 223 K  (‑50oC) to 373 K (100oC) or specified as suitable for aerospace applications.


Note:
3A229.b. includes xenon flash‑lamp drivers.


Technical Note

In 3A229.b.5. 'rise time' is defined as the time interval from 10% to 90% current amplitude when driving a resistive load.”

· Item 3B001

Sub-item 3B001.b: Omit:





“1.
An accelerating voltage exceeding 200 keV;





2.
Being specially designed and optimised to operate at an accelerating voltage of less than 10 keV;”

substitute:


“1.
A beam energy (accelerating voltage) exceeding 1MeV;


2.
Being specially designed and optimised to operate at a beam energy (accelerating voltage) of less than 2 keV;”

Sub-item 3B001.f: Omit:




“f.
"Stored programme controlled" lithography equipment, as follows:





1.
Align and expose step and repeat equipment for wafer processing using photo-optical or X-ray methods, having any of the following:






a.
A light source wavelength shorter than 400 nm; or





b.
Capable of producing a pattern with a minimum resolvable feature size of 0.7 µm or less; “

substitute:


“f.
"Stored programme controlled" lithography equipment, as follows:


1.
Align and expose step and repeat (direct step on wafer) or step and scan (scanner) equipment for wafer processing using photo-optical or X-ray methods, having any of the following:


a.
A light source wavelength shorter than 350 nm; or





b.
Capable of producing a pattern with a 'minimum resolvable feature' size of 0.5 µm or less;”

· Sub-item 3C002.a

Omit “370 nm”, substitute “350 nm”
· Note b.1 to 3E001

Omit “Using "technology" of 1 µm or more, and”, substitute “Using "technology" of 0.7 µm or more, and”
· Sub-item 3E002.d

After sub-item 3E002.d., add the following:


“e.
Substrates of silicon-on-insulator (SOI) for integrated circuits in which the insulator is silicon dioxide;


f.
Substrates of silicon carbide for electronic components.”

· The following items were reformatted with no change in scope:

3A001; 3A201; 3A226; 3A227; 3A228; 3A230; 3A231; 3A232; 3A233.e; 

PART 3, Category 4 - Computers

· Sub-item 4A001.b

After sub-item 4A001.b, add the following:


“Note:
4A001.b. does not control electronic computers and related equipment when accompanying their user for the user’s personal use.”

· Note to 4A003.c

Delete reference to 4A003.f.

· Sub-item 4A003.f

Delete sub-item 4A003.f

· Note to sub-item 4A003.g

Omit Note to sub-item 4A003.g, substitute:


“Note:
4A003.g. does not control internal interconnection equipment (e.g., backplanes, buses),  passive interconnection equipment, "network access controllers" or "communications channel controllers".”

· Item 4A101

Omit Item 4A101, substitute “Analogue computers, "digital computers" or digital differential analysers, other than those specified in 4A001.a.1., which are ruggedized and designed or modified for use in space launch vehicles specified in 9A004 or sounding rockets specified in 9A104.”
· Item 4A102

Omit Item 4A102, substitute “"Hybrid computers" specially designed for modelling, simulation or design integration of space launch vehicles specified in 9A004 or sounding rockets specified in 9A104.”

· Sub-item 4D003.c

After sub-item 4D003.c, add the following:


“Note:
4D003.c. does not control “software” when accompanying its user for the user’s personal use.”

PART 3, Category 5 – Telecommunications and Information Security

PART 1 – TELECOMMUNICATIONS

· Sub-items 5A001.b to 5A001.e

Omit sub-items 5A001.b to 5A001.e, substitute:


“b.
Telecommunication transmission equipment and systems, and specially designed components and accessories therefor, having any of the following characteristics, functions or features:

d. Being underwater communications systems having any of the following characteristics:

d. An acoustic carrier frequency outside the range from 20 kHz to 60 kHz;

d. Using an electromagnetic carrier frequency below 30 kHz; or
d. Using electronic beam steering techniques;

d. Being radio equipment operating in the 1.5 MHz to 87.5 MHz band and having any of the following characteristics:

d. Incorporating adaptive techniques providing more than 15 dB suppression of an interfering signal; or
d. Having all of the following:

d. Automatically predicting and selecting frequencies and “total digital transfer rates” per channel to optimise the transmission; and
d. Incorporating a linear power amplifier configuration having a capability to support multiple signals simultaneously at an output power of 1 kW or more in the 1.5 MHz to 30 MHz frequency range or 250 W or more in the 30 MHz to 87.5 MHz frequency range, over an “instantaneous bandwidth” of one octave or more and with an output harmonic and distortion content of better than –80 dB;

d. Being radio equipment employing “spread spectrum” or “frequency agility” (frequency hopping) techniques having any of the following characteristics:

d. User programmable spreading codes; or
d. A total transmitted bandwidth which is 100 or more times the bandwidth of any one information channel and in excess of 50 kHz;


Note:
5A001.b.3.b. does not control cellular radio equipment operating in civil bands.


Note:
5A001.b.3 does not control equipment designed to operate at an output power of 1.0 Watt or less.

d. Being digitally controlled radio receivers having all of the following:

d. More than 1,000 channels;

d. A “frequency switching time” of less than 1 ms;

d. Automatic searching or scanning of a part of the electromagnetic spectrum; and 

d. Identification of the received signals or the type of transmitter; or

Note:
5A001.b.4. does not control cellular radio equipment operating in civil bands.

d. Employing functions of digital “signal processing” to provide voice coding at rates of less than 2,400 bit/s.

d. Optical fibre communication cables, optical fibres and accessories, as follows:

d. Optical fibres of more than 500 m in length, and specified by the manufacturer as being capable of withstanding a proof test tensile stress of 2 x 109 N/m2 or more;


Technical Note:

Proof Test: on-line or off-line production screen testing that dynamically applies a prescribed tensile stress over a 0.5 to 3 m length of fibre at a running rate of 2 to 5 m/s while passing between capstans approximately 150 mm in diameter.  The ambient temperature is a nominal 293 K (20oC) and relative humidity 40%.


N.B.:
Equivalent national standards may be used for executing the proof test.

d. Optical fibre cables and accessories designed for underwater use.


Note:
5A001.c.2. does not control  standard civil telecommunication cables and accessories.


N.B. 1:
For underwater umbilical cables, and connectors therefor, see 8A002.a.3.


N.B. 2:
For fibre-optic hull penetrators or connectors, see 8A002.c.

d. “Electronically steerable phased array antennae” operating above 31 GHz.


Note:
5A001.d. does not control “electronically steerable phased array antennae” for landing systems with instruments meeting ICAO standards covering microwave landing systems (MLS).”

· Note to sub-item 5B001.a

Omit Note to sub-item 5B001.a, substitute “5B001.a. does not control optical fibre characterization equipment not using semiconductor "lasers".”
· Sub-item 5B001.a

After sub-item 5B001.a, add the following:


“b.
Equipment and specially designed components or accessories therefor, specially designed for the "development" of any of the following telecommunication transmission or "stored programme controlled" switching equipment:


1.
Equipment employing digital techniques, including "Asynchronous Transfer Mode" ("ATM"), designed to operate at a "total digital transfer rate" exceeding 1.5 Gbit/s;


2.
Equipment employing a "laser" and having any of the following:


a.
A transmission wavelength exceeding 1750 nm;


b.
Performing "optical amplification";


c.
Employing coherent optical transmission or coherent optical detection techniques (also called optical heterodyne or homodyne techniques); or

d.
Employing analogue techniques and having a bandwidth exceeding 2.5 GHz;


Note:
5B001.b.2.d. does not control equipment specially designed for the "development" of commercial TV systems.


3.
Equipment employing "optical switching";


4.
Radio equipment having any of the following:


a.
Quadrature-amplitude-modulation (QAM) techniques above level 128; or

b.
Operating at input or output frequencies exceeding 31 GHz; or

Note:
5B001.b.4.b. does not control equipment specially designed for the "development" of equipment designed or modified for operation in any ITU allocated band.


5.
Equipment employing "common channel signalling" operating in either non-associated or quasi- associated mode of operation.”

· Item 5C001

Delete item 5C001

· Item 5D001

Omit item 5D001, substitute:

“5D001
a.
"Software" specially designed or modified for the "development", "production" or "use" of equipment,  functions or features specified by 5A001 or 5B001.


b.
"Software" specially designed or modified to support "technology" specified in 5E001.


c.
Specific "software" as follows:


1.
"Software" specially designed or modified to provide characteristics, functions or features of equipment specified in 5A001 or 5B001;


2.
"Software" which provides the capability of recovering "source code" of telecommunications "software" specified in 5D001;


3.
"Software", other than in machine-executable form, specially designed for "dynamic adaptive routing".


d.
"Software" specially designed or modified for the "development" of any of the following telecommunication transmission or "stored programme controlled" switching equipment:


1.
Equipment employing digital techniques, including "Asynchronous Transfer Mode" ("ATM"), designed to operate at a "total digital transfer rate" exceeding 1.5 Gbit/s;


2.
Equipment employing a "laser" and having any of the following:


a.
A transmission wavelength exceeding 1750 nm; or

b.
Employing analogue techniques and having a bandwidth exceeding 2.5 GHz;


Note:
5D001.d.2.b. does not control "software" specially designed or modified for the "development" of commercial TV systems.


3.
Equipment employing "optical switching"; or

4.
Radio equipment having any of the following:


a.
Quadrature-amplitude-modulation (QAM) techniques above level 128; or

b.
Operating at input or output frequencies exceeding 31 GHz.


Note:
5D001.d.4.b. does not control "software" specially designed or modified for the "development" of equipment designed or modified for operation in  any ITU allocated band.”

· Sub-item 5E001.a

Remove reference to item 5C001.

· Sub-items 5E001.b.3 to 5E001.b.10

Delete sub-items 5B001.b.3 to 5E001.b.10, substitute:


“3.
"Technology" for the "development" of digital cellular radio systems; 


4.
"Technology" for the "development" of "spread spectrum" or "frequency agility" (frequency hopping) techniques.”

· Sub-item 5E001.b

After sub-item 5E001.b, add the following:


“c.
"Technology" according to the General Technology Note for the "development" or "production" of any of the following telecommunication transmission or "stored programme controlled" switching equipment, functions or features:


1.
Equipment employing digital techniques, including "Asynchronous Transfer Mode" ("ATM"), designed to operate at a "total digital transfer rate" exceeding 1.5 Gbit/s;


2.
Equipment employing a "laser" and having any of the following:


a.
A transmission wavelength exceeding 1750 nm;


b.
Performing "optical amplification" using praseodymium-doped fluoride fibre amplifiers (PDFFA);


c.
Employing coherent optical transmission or coherent optical detection techniques (also called optical heterodyne or homodyne techniques);


d.
Employing wavelength division multiplexing techniques exceeding 8 optical carriers in a single optical window; or

e.
Employing analogue techniques and having a bandwidth exceeding 2.5 GHz;


Note:
5E001.c.2.e. does not control" technology"  for the "development" or "production" of commercial TV systems.


3.
Equipment employing "optical switching";


4.
Radio equipment having any of the following:


a.
Quadrature-amplitude-modulation (QAM) techniques above level 128; or

b.
Operating at input or output frequencies exceeding 31 GHz; or

Note:
5E001.c.4.b. does not control "technology" for the "development" or "production" of equipment designed or modified for operation in any ITU allocated band.


5.
Equipment employing "common channel signalling" operating in either non-associated or quasi- associated mode of operation.”

PART 2 – “INFORMATION SECURITY”

· Notes to Part 2

Omit:

“Note:
The Minister for Defence Industry, Science and Personnel permits the temporary export by Australian citizens or lawful permanent residents of cryptographic hardware or software products,as listed in Category 5, Part 2 on condition that:

a.
no transfer of hardware, software or technology takes place as a result of the exportation of the cryptographic products;

b.
the cryptographic products remain under the control of and in the possession of the exporter;

c.
the cryptographic products are not to be reproduced or copied;

d.
the cryptographic products must be returned to Australia when the exporter returns to Australia; and

e.
the cryptographic products shall not be used for demonstration, marketing or sales of controlled cryptographic products.

The quantity of cryptographic hardware or software products which may be exported under the authority of this permit is limited to one each of any hardware product, and one copy of each software product per exporter, per trip outside of Australia.  Records of temporary exports and re-imports under this permit should be maintained by the exporter for a period of 3 years from the date of each temporary export.

If the cryptographic products are lost or stolen while outside of Australia, the exporter shall advise the Strategic Trade Policy and Operation Section of the Department of Defence, in writing, of the incident within 14 calendar days of returning to Australia.”

Substitute:


“Note 2:
Category 5 – Part 2 does not control products when accompanying their user for the user's personal use.


Note 3:
Cryptography Note


5A002 and 5D002 do not control goods that meet all of the following:



a.
Generally available to the public by being sold, without restriction, from stock at retail selling points by means of any of the following:



1.
Over-the-counter transactions;



2.
Mail order transactions;



3.
Electronic transactions; or



4.
Telephone call transactions;



b.
The cryptographic functionality cannot easily be changed by the user;



c.
Designed for installation by the user without further substantial support by the supplier;



d.
Does not contain a "symmetric algorithm" employing a key length exceeding 64 bits; and



e.
When necessary, details of the goods are accessible and will be provided, upon request, to the Australian Department of Defence in order to ascertain compliance with conditions described in paragraphs a. to d. above.


Note 4:
To ensure all Category 5, Part 2 items meet the criteria for decontrol specified under 5A002.a.1., encryption items are subject to a one time review performed by the Australian Department of Defence prior to the initial export of those items.


Technical Note:

In Category 5 - Part 2, parity bits are not included in the key length.

· Sub-item 5A002.a.1

Omit sub-item 5A002.a.1, substitute:


“1.
Designed or modified to use "cryptography" employing digital techniques performing any cryptographic function other than authentication or digital signature having any of the following:


Technical Notes:
1.
Authentication and digital signature functions include their associated key management function.

2.
Authentication includes all aspects of access control where there is no encryption of files or text except as directly related to the protection of passwords, Personal Identification Numbers (PINs) or similar data to prevent unauthorised access.

3.
"Cryptography" does not include "fixed" data compression or coding techniques.


Note:
5A002.a.1. includes equipment designed or modified to use "cryptography" employing analogue principles when implemented with digital techniques.


a.
A "symmetric algorithm" employing a key length in excess of 56 bits; or


b.
An "asymmetric algorithm" where the security of the algorithm is based on any of the following:


1.
Factorisation of integers in excess of 512 bits (e.g., RSA);


2.
Computation of discrete logarithms in a multiplicative group of a finite field of size greater than 512 bits (e.g., Diffie-Hellman over Z/pZ); or


3.
Discrete logarithms in a group other than mentioned in 5A002.a.1.b.2. in excess of 112 bits (e.g., Diffie-Hellman over an elliptic curve);”

· Sub-item 5A002.a.3

Delete sub-item 5A002.a.3.

· Sub-item 5A002.a.4

Omit:




“4.
Designed or modified to suppress the compromising emanations of information-bearing signals;

Note:
5A002.a.4. does not control equipment specially designed to suppress emanations for reasons of health and safety.”

substitute:


“4.
Specially designed or modified to reduce the compromising emanations of information-bearing signals beyond what is necessary for health, safety or electromagnetic interference standards;”

· Note to item 5A002

Omit Note, substitute:


“Note:
5A002 does not control:



a.
"Personalised smart cards" where the cryptographic capability is restricted for use in equipment or systems excluded from control under entries b. to f. of this Note;



N.B.
If a "personalised smart card" has multiple functions, the control status of each function is assessed individually.



b.
Receiving equipment for radio broadcast, pay television or similar restricted audience television of the consumer type, without digital encryption except that exclusively used for sending the billing or programme-related information back to the broadcast providers;



c.
Equipment where the cryptographic capability is not user-accessible and which is specially designed and limited to allow any of the following:



1.
Execution of copy-protected software;



2.
Access to any of the following:

a.
Copy-protected read-only media; or

b.
Information stored in encrypted form on media (e.g. in connection with the protection of intellectual property rights) when the media is offered for sale in identical sets to the public; or


3.
One-time copying of copyright protected audio/video data.



d.
Cryptographic equipment specially designed and limited for banking use or 'money transactions';



Technical Note:



'Money transactions' in 5A002. Note d. includes the collection and settlement of fares or credit functions.



e.
Portable or mobile radiotelephones for civil use (e.g., for use with commercial civil cellular radiocommunications systems) that are not capable of end-to-end encryption;



f.
Cordless telephone equipment not capable of end-to-end encryption where the maximum effective range of unboosted cordless operation (i.e., a single, unrelayed hop between terminal and home basestation) is less than 400 metres  according to the manufacturer's specifications.”
PART 3, Category 6 - Sensors and Lasers

· Sub-item 6A003.b.4

After sub-item 6A003.b.4, add the following:

“Note
6A003.b.4 does not control imaging cameras incorporating linear "focal plane arrays" with twelve elements or fewer, not employing time-delay-and-integration within the element, designed for any of the following:



a.
Industrial or civilian intrusion alarm, traffic or industrial movement control or counting systems;



b.
Industrial equipment used for inspection or monitoring of heat flows in buildings, equipment or industrial processes;



c.
Industrial equipment used for inspection, sorting or analysis of the properties of materials;



d.
Equipment specially designed for laboratory use; or



e.
Medical equipment.”

· Sub-item 6A005.a.1

After sub-item 6A005.a.1, add the following:

“N.B.
For eximer “lasers” specially designed for lithography equipment, see 3B001”

· Sub-item 6A005.b

Omit sub-item 6A005.b, substitute:


“b.
Semiconductor “lasers”, having a wavelength of less than 950 nm or more than 2,000 nm, as follows:

b. Individual single-transverse mode semiconductor “lasers” having an average or CW output power exceeding 100 mW.

b. Individual, multiple-transverse mode semiconductor “lasers” and arrays of individual semiconductor “lasers”, having any of the following:

b. An output energy exceeding 500 µJ per pulse and a pulsed “peak power” exceeding 10 W; or
b. An average or CW output power exceeding 10 W.”

· Sub-item 6A108.a

Omit Sub-item 6A108.a, substitute “Radar and laser radar systems designed or modified for use in space launch vehicles specified in 9A004 or sounding rockets specified in 9A104;”
· The following items were reformatted with no change in scope:

6A202; 6A203; 6A205; 6A225; 6A226; 6D003.

PART 3, Category 7 - Navigation and Avionics

· N.B. to 7A

Add a second N.B.: “N.B. 2:
For inertial navigation equipment for ships or submersibles see ML9e.”

· Items 7A103.b, 7A105, 7A106, 7A115, 7A116 and 7D103

All references to “… designed or modified for use in systems specified in 9A004 or 9A104” are changed to “… designed or modified for use in space launch vehicles specified in 9A004 or sounding rockets specified in 9A104.
· The following items were reformatted with no change in scope:

7B003; 7E102.

PART 3, Category 8 - Marine

No changes

PART 3, Category 9 - Propulsion

· Sub-item 9A105.b, Items 9A107, 9A119

Change references to "missiles" to “complete rocket systems or unmanned air vehicles, capable of a range of 300 km”

· Item 9A110

Omit Item 9A110, substitute:

“9A110
Composite structures, laminates and manufactures thereof, other than those specified in 9A010, specially designed for use in space launch vehicles specified in 9A004 or sounding rockets specified in 9A104 or the subsystems specified in 9A005, 9A007, 9A105.a., 9A106 to 9A108, 9A116 or 9A119, and resin impregnated fibre prepregs and metal coated fibre preforms therefor, made either with organic matrix or metal matrix utilising fibrous or filamentary reinforcements having a "specific tensile strength" greater than 7.62 x 104 m and a "specific modulus" greater than 3.18 x 106 m.


N.B.:
SEE ALSO 1A002, 1C010 and 1C210.


Note:
The only resin impregnated fibre prepregs specified in entry 9A110 are those using resins with a glass transition temperature (Tg  ), after cure, exceeding 418 K (145oC) as determined by ASTM D4065 or equivalent.”

· Chapeau to Item 9A115

Omit Chapeau to item 9A115, substitute:

“9A115
Launch support equipment, designed or modified for space launch vehicles specified in 9A004 or sounding rockets specified in 9A104, as follows:”

· Item 9B116

Omit item 9B116, substitute:

“9B116
Specially designed "production facilities" for the space launch vehicles specified in


9A004, or systems, sub-systems, and components specified in 9A005 to 9A009, 9A011, 9A101, 9A104 to 9A109, 9A111, or 9A116 to 9A119.”

· Item 9D103

Omit item 9D103, substitute:

“9D103
"Software" specially designed for modelling, simulation or design integration of the


space launch vehicles specified in 9A004 or sounding rockets specified in 9A104, or the subsystems specified in 9A005, 9A007, 9A105.a., 9A106, 9A108, 9A116 or 9A119.”

· Sub-items 9E003.a.3, 9E003.a.7, 9E003.e.2.a

Change all references to “controlled by” to “specified in”.
· Item 9E102

Omit item 9E102, substitute:

“9E102
"Technology" according to the General Technology Note for the "use" of space launch  vehicles specified in 9A004, or goods specified in 9A005 to 9A011, 9A101, 9A104 to 9A111, 9A115 to 9A119, 9B105, 9B106, 9B115, 9B116, 9B117, 9D101 or 9D103.” 

�  Manufacturers calculating positioning accuracy in accordance with ISO 230/2 (1997) should consult the Australian Department of Defence.





Page 


